
 

Connect VMware SD-WAN Service Schedule 

Part A – Service Terms  

 

  Page 1 of 11 
 

Connect VMware SD-WAN Service Schedule 

Part A – Service Terms 

1. SERVICE PROVISION 

 

 

 

 

 

2. SERVICE MANAGEMENT BOUNDARY AND EXCLUSIONS 

 

 

3. ENABLING SERVICES 

 

(i) Internet routing connectivity between the SD-WAN Devices and the VMware cloud infrastructure 

including necessary configuration through the Customer’s firewalls; and 

(ii) one or more of the following connectivity services that are compatible with the SD-WAN 

Services: 

A. Internet service; and/or 

B. WAN/MPLS service 
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4. EQUIPMENT AS A SERVICE 

Where BT provides SD-WAN Devices to the Customer that are owned by BT as part of the provision of the 

SD-WAN Services, Customer will: 

 

 

 

 

 

 

 

 

5. PASSWORDS, AUTHORISED USERS AND SECURITY 
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6. USE OF TELEMETRY DATA 

 

(i) system statistics (for example, CPU, memory); 

(ii) interface statistics; 

(iii) flow statistics including application and application family; and 

(iv) device configurations and usage per interface. 

 

(i) to deliver and maintain the SD-WAN Services; 

(ii) for VMware to provide support to BT (for example, by providing BT with recommendations for 

WAN configuration optimisation, license expiration, renewal notices, license or bandwidth 

enforcement); and 

(iii) to enable VMware to use statistical data for the general purpose of improving its SD-WAN 

products and other product offerings, including customer experience and use of such product in 

the context of generally available software feature releases. 

7. CHARGES AND INVOICING TERMS 

7.1 The Customer will pay the Charges for the SD-WAN Services and any optional features (including 

upgrades and re-configuration) as set forth in the Order.  

Unless otherwise set out in the Order: 

 

 

 

 

7.2 Service Term and Early Termination Charges 

 

7.3 Miscellaneous Charges 

 

(i) Charges for commissioning the SD-WAN Services outside of Business Hours, on a Site-by-Site basis; 

(ii) Charges for expediting provision of the SD-WAN Service at Customer’s request after BT has 

informed Customer of the Customer Committed Date; and 
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(iii) If BT has to change the SD-WAN Services prior to the applicable Operational Service Date 

because the Customer has provided BT with materially incomplete or inaccurate information, BT 

may, acting reasonably, apply additional Charges to perform the necessary change. 

8. CUSTOMER RESPONSIBILITIES 

8.1 General 

Customer will: 

 

 

 

 

(i) inform Users  that as part 

of the SD-WAN Services being delivered by BT, BT may monitor and report the use of any 

targeted applications; 

(ii) ensure that Users have consented or are deemed to have consented to such monitoring and 

reporting (where such consent is legally required); 

 

 

 

 

 

 

 

 

8.2 End of Service 

On termination of the SD-WAN Services, Customer will: 
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8.3 Notification of Incidents  

This Section 8.3 applies to all incidents other than a Priority 1, which is subject to Section 9.7c) below. 

Where Customer becomes aware of an incident affecting the SD-WAN Services: 

 

 

 

(i) Customer confirms that the incident is cleared within twenty four (24) hours of it being so 

informed; or 

(ii) BT has attempted unsuccessfully to contact Customer, in accordance with the incident 

reporting procedures, and Customer has not responded within twenty four (24) hours following 

BT’s attempts to make contact. 

 

 

9. SERVICE LEVELS AND SERVICE CREDITS 

9.1 BT will use its reasonable endeavours to achieve the service levels (“Service Levels”) applicable to the SD-

WAN Services.  If BT fails to achieve the Service Levels, the Customer may claim associated service credits 

(“Service Credits”).  

9.2 Service Levels only apply to events occurring within the Service Management Boundary. 

9.3 Service Credit calculations and payments will be based on monthly recurring Site Charges, unless stated 

to the contrary in the Order. 

9.4 On time Delivery Service Level 

 

9.5 On Time Delivery Service Credits 

 

 

9.6 Exceptions to On-Time Delivery Service Level 
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9.7  Service Availability  

 

 

 

 

Site 

Service 

Level 

Category 

Annual 

Service 

Availability 

Target  

Maximum Annual Service 

Downtime 

Maximum Monthly 

Service Downtime 

Service Credit Interval 

Cat A+ ≥ 99.99% 1 hour 0 minutes Per started 15 minutes 

Cat A1 ≥ 99.7% 3 hours 0 minutes Per started hour 

CatA ≥ 99.95% 4 hours 0 minutes Per started hour 

Cat B ≥ 99.90% 8 hours 1 hour 

 

Per started hour 

Cat C ≥ 99.85% 13 hours  

3 hours 

 

Per started hour 

Cat D ≥ 99.80% 17 hours  5 hours Per started hour 

Cat E ≥ 99.70% 26 hours 7 hours Per started hour 

Cat F ≥ 99.50% 43 hours 9 hours Per started hour 

Cat G ≥ 99.00% 87 hours 11 hours Per started hour 

Cat H ≥ 98.00% 175 hours 13 hours Per started hour 

Cat  I ≥ 97.00% 262 hours  15 hours Per started hour 
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9.8 Service Availability Service Credits. 

 

 

(i) Eight (8) percent of the monthly recurring charges, excluding the Charge for any security 

components, for the SD-WAN Services at the affected Site for Site Service Level Category CAT 

A+, A1, A and B; or 

(ii) Four (4) per cent of the monthly recurring charges, excluding the Charge for any security 

components, for the SD-WAN Services at the affected Site, for all the other Site Service Level 

Categories.  

(together, “Elevated Credits”) 

9.9 Incident Resolution 

 

(i) Incident resolution Service Levels will not apply to incidents caused by an event occurring 

outside the Service Management Boundary; 

(ii) Incident resolution Service Levels do not apply in relation to BT agency managed underlay 

circuits or Enabling Services not provided by BT; 

(iii) Hardware maintenance support will be provided in accordance with the Contracted 

Maintenance Hours and incidents raised after 4:00 PM local customer time (Monday - Friday) 

may require an additional Business Day for hardware replacements; and 

(iv) One-time Site address validation will first need to be performed to confirm whether or not 

hardware maintenance support is available during the Contracted Maintenance Hours. For the 

avoidance of doubt, BT will require Site address validation prior to the Operational Service Date 

of each Site. 

9.10 General Service Credit Exclusions 

 

 

(i) where the Customer does not provide access, delays providing access or denies permission for 

BT or its agents and suppliers to carry out necessary repairs to the SD-WAN Services; 

(ii) for any Qualifying incident not reported in accordance with the incident reporting procedures 

notified by BT to the Customer; 

(iii) in the event of any software bugs affecting the SD-WAN Services; 

(iv) during any period of Planned Maintenance unless the service outage time exceeds the time 

estimation communicated to the Customer; 

(v) to the extent time is lost where permission to carry out any necessary repairs is denied; 

(vi) where Priority 1 trouble tickets are opened erroneously; 
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(vii) during any trial period of the SD-WAN Services; 

(viii) in the event of unavailability of the data collected by the VMware cloud hosted control 

infrastructure as displayed on reports and near-live dashboards; 

(ix) during simple service requests; 

(x) if a third party Enabling Service is not connected or functioning;  

(xi) where a Customer provided SD-WAN Device is used, with the exception of the VMware cloud 

hosted control infrastructure; and 

(xii) If the SD-WAN Service is suspended due to Customer’s breach of its obligations under the 

governing Agreement and this Schedule.  

9.11 General Service Credit Limitations 

 

 

 

(i) paid by deduction from the Customer’s invoice within two billing cycles of a claim being 

received; or 

(ii) if related to On-Time Service Delivery Credits, paid by deduction from the first invoice following 

the Operational Service Date; or  

(iii) following termination of the SD-WAN Service where no further invoices are due to be issued by 

BT, paid by BT within two months of a claim being received.  
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10. DATA PROCESSING 

 

(i) BT will provide a managed SD-WAN Service as set out in this Schedule which includes repair, 

maintance and network analysis. The nature and purpose of the Processing of Customer 

Personal Data by BT or its Sub-Processors for the SD-WAN Service, includes Processing the 

Customer Personal Data set out in below for the purposes of performing the management 

activities set out in the Schedule, including incident management, service requests, meetings 

and reporting.  

(ii) It excludes any Processing of Customer Personal Data relating to the VMware licenses; as any 

Processing of Customer Personal Data by or in connection with the VMware licenses will be 

subject to the VMware conditions as set out in section 6.1 and the respective data processing 

agreement as agreed between the Customer and VMware as set out at 

https://cloud.vmware.com/trust-center/privacy  whereby for this Service the following datasheet 

apply vmw-datasheet-sd-wan-by-velocloud-privacy.pdf (vmware.com) 

(iii) VMware uses AWS datacentres to deliver the service to the Customer. These datacentres are 

located in Ireland and Germany. Germany is the main location and Ireland used as a backup 

location. The data is synced between the datacentres using an encrypted connection 

(TLS/HTTPS). Data is also stored by VMware in a USA datacentre, and used by support teams in 

USA, Ireland, Costa Rica and India. The transfer to the USA and the access from the other third 

countries is covered in the VMware binding corporate rules. The data stored in the USA is so-

called hi-resolution data (IP address, MAC address and traffic data). VMware uses an internal 

PowerBI tool to monitor service usage. For this purpose, VMware exports network data metrics to 

the tool on a regular basis. 

 

• website or IP address;  

• name;  

• address;  

• telephone number;  

• email address;  

• job title;  

• company name;  

• contact records;  

• usage records (internet or router logs and traffic data);  

• MAC address; 

• identity management – User profiles; and 

• online activity logs 

 

• Customer employees; 

• Customer customers or third parties; and 

• any Data Subject (as controlled by the Customer). 

 

https://eur02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fcloud.vmware.com%2Ftrust-center%2Fprivacy&data=04%7C01%7Cjohn.vanpamel%40bt.com%7Cb62fd94dbee24a3ebf8d08d93d3642e1%7Ca7f356889c004d5eba4129f146377ab0%7C0%7C0%7C637608125516448879%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C1000&sdata=hj%2B%2BtnbLnwoaxIouVNPE8%2BSzS%2Fg420CXe3FIgIofqMc%3D&reserved=0
https://www.vmware.com/content/dam/digitalmarketing/vmware/en/pdf/docs/vmw-datasheet-sd-wan-by-velocloud-privacy.pdf
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11. DEFINED TERMS 

For the purposes of this Service Schedule the following defined terms and abbreviations shall have the 

meaning ascribed to them: 

 

 

 

 

 

 

 

 

 

 

 

 

 

(i) modifications or alterations to the SD-WAN Services made by Customer, or by BT in accordance 

with Customer’s instructions; 

(ii) Planned maintenance; 

(iii) network configurations that BT did not approve; 

(iv) incidents that have been reported but BT cannot confirm that an incident exists after performing 

tests; or 

(v) Customer requests BT to test the SD-WAN Services at a time when no incident has been 

detected or reported. 

 

 

 

 

 

 



 

Connect VMware SD-WAN Service Schedule 

Part A – Service Terms  

 

  Page 11 of 11 
 

 

 

 

 

 


